Ka3zapun, O. B.

HanexHocTs 1 6€30MacCHOCTh NPOTPAMMHOTO obecneyeHus : yueb. mocobue aus Oaxa-
nappuata u marucrparypsl / O. B. Kaszapun, U. b. lllyounckuit. — M. : M3parenabcTBO
IOpaiit, 2018. — 342 c. — (Cepus : bakanaBp u maructp. Moayis).



OrnasneHue

TIPHHATHIE CORPATMEHMIL ...t enienen e eneeat e e et e et e e e et e e e e e et e aeneeanenns 9

TIP@MHMCIIOBHEE. ......iueeiee e ettt e e ees .10
I'maBa 1. BBegeHnune B HaAe:KHOCTh U 0€30MMaCHOCTH

TIPOTPAMMHOTO O0€CTI@UE@H ML .. e eneutneneneteen et et aea et e e en et eaeneteaenaneaenns 14

1.1. Buibl IpOTPaMMHOTO OO0CCTICUCHUMSL .. ... ... 14

1.1.1. Cuctemuoe (06a30Boe) IpOTrpaMMHOE O0CCIICUCHUE. ... ... ... ........... 14

1.1.2. [lpuknagHoe MPOrPaMMHOE O0CCTICYCHME. ...................................... 15

1.1.3. IIporpaMMBbl BCTPOCHHBIX CHCTEM. .................cooooi i 16

1.2. ®yHKIIMOHANbHAS HAJE)KHOCTh MPOTPAMMHOTO O0ECIIeYCHHUS

B HHPOPMAITMOHHBIX CUCTEMAX ... ... 18
1.3. ITousTre oOuiei HaACKHOCTH HHOOPMAITHOHHON CUCTEMBL . ... ............ .. .. 24
1.4. Otkazobe30macHOCTh U KHOEepOe30macHOCTh HHPOPMAI[HOHHBIX

CHCTEM. ...t e e e 26

1.4.1. Otka3zo0e30macHOCTh HHYOPMAIIMOHHOW CUCTEMBL ... ... .............. .. 26

1.4.2. Kubepbe3zonacHocTh HHOOPMAITMOHHOW CUCTEMBL ........................ .. 30

1.5. B3auMocBsI3b QyHKIIMOHANBHONH U MH)OPMAIIMOHHOM
6e30MacHOCTH KPUTHYECKH BaXKHBIX CHCTEM
Konmpoavnvie éonpocer u 3a0anus

Pexomenoyemas TUMEPAMYPA. .. ... .. ...l
I'maga 2. Yrpo3bl Ha1e:KHOCTH U 0€30MACHOCTH MPOrPaMMHOTO

OO @CTTCUCHM M uuuu.cnereeneenet ettt et et e e e et e et e e e ea e et n et e ea e et r e e een e et ne e eeaeen e 38
2.1. VA3BUMOCTH MPOTPAMMHOTO O0CCTICUCHMS ... ... 38
2.2. OmuOKH B IPOTrPAMMHOM OOCCTICUCHMEL ... .. ... ... 40
2.3. XapakTepHble HEJOCTATKH IKCILUTYaTUPYEMBIX IIPOTPAMM. ....................... .1 46
2.4. BpeIOHOCHBIE TIPOTPAMMBL .. ... ... oo 46
Konmponvhble 60MpOChl U B3AOAHUSL. ... 47
PexomeHOyeMas umepamypa. ... 47
I'maBa 3. KauecTBO NPOrPaAMMHOTO O0€CTICUECHMSL ... unvneeeeeennannannnnd 48
3.1. Moaenu ka4yecTBa MPOTPAMMHOTO O0CCTICYCHMS .. ... .......................... . 48
3.2. MeTpuku KadyecTBa MPOTPAMMHOTO O0CCTICUCHUS .................................... 52
3.2.1. Knaccudukamus METPUK KaueCTBA TPOTPAMM. ............................... 52
3.2.2. Knaccupukanus METPHK CIOKHOCTH MPOTPAMM. .......................... .. 54
3.2.2.1. MeTpuKu pazMepa TPOTPAMM ....................ooooiiiiii . 54
3.2.2.2. MeTpuKHU CIOXHOCTH MOTOKA YIPABICHHUS IPOTPAMM. . ... .. .. 55

3.2.2.3. MeTpUKHU CI0KHOCTH MOTOKA JAHHBIX MPOTPAMM. ............... 56



3.3. HekoTopsie o0miue 3aMe4aHus MO CTPATETHU U TAKTHKE
obecneyeHNsI Hale)KHOCTH U 0€30IMaCHOCTH PAa3IUIHBIX BHIOB
MPOTPAMMHOTO OO0CCTICUCHMSL ... ...

3.4. OGecrneyeHne HAJEIKHOCTH U OE30MACHOCTH IPOTPAMMHOTO
obecneyeHUs Ha Pa3TUIHBIX dTallaX €ro XU3HEHHOTO IUKIIa
3.4.1. )KuzHeHHbIN HKI QYHKIHOHAIBbHON HagexkHOCTH [1O
3.4.2. )KusHeHHnblil nuka obecrneuenus 6e3onacuoctu 10O

Konmponvnvie sonpocer u 3adanus

Pexomenoyemasn numepamypa

I'naBa 4. IIpaBusia u dTanbl NOCTPOEHUS HAIEKHOT O
MPOrpaMMHOro obecneyeHu

4.1. MapuipytHas kapra odecreueHus GpyHKIIMOHAIBHON HAIECKHOCTH
MPOTPAMMHOTO O0CCTICUCHMSL ... ... ... o

4.2. Moaenu Hae)KHOCTH IPOTPAMMHOTO O00ecIedeH s
4.2.1. UcxonHble NaHHBIE H HEKOTOPHIE TOHITHS

4.2.2. AHanmu3 CyImEeCTBYIOIINX MOJAeIeH HaleKHOCTH MPOTPAaMMHOTO
OOCCTICTEHMSL ...t
4.2.2.1. O6mue 3aMedaHuA

4.2.2.2. [Iporao3upyromue MOIeIn

4.2.2.3. OUEHOYHBIC MOMCIIH. ... ...\t

4.2.2.4. I3meputenbHbIe MOJIEITN
4.2.2.5. Mogens Henbcona

4.3. Tloka3atenu QyHKIMOHAIBHON HANEKHOCTH U (PYyHKIIMOHATIBHOMN
6e3onacnoctu I10

4.4. Tlpumep pacuera GQYHKIMOHATILHOW HAJCKHOCTH MPOTPaAMMBL
Konmponvuvie onpocer u 3adanus

Pexomendyemasn numepamypa

I'naBa 5. TexHoJyioruu pa3padoTKH HA/IEeKHOT0 MPOTPAaMMHOTO
ob0ecneyeHuUs

5.1. PekxomeHpamuu no pa3zpadorke cruenupukauu TpeOoBaHUM
5.2. TexHonorus pa3pabOTKH apXUTEKTYPbl HAJCKHOW MTPOTPAMMBI
5.2.1. Knaccudukamnus METOIOB MOCTPOCHHUS apXUTCKTYPHI

HaJeXXHOU MPOTPaMMBbL

5.2.2. TIpeAympeACHUE OMIMOOK ...
5.2.2.1. 3amUTHOE TPOTPAMMHUPOBAHUE. ...
5.2.2.2. MHOTOBEPCHOHHOE TPOTPAMMHUPOBAHHE

5.2.3. O0HApYKEHHE OMIMOOK ... ...

5.2.4. VcpaBieHHUe OMITUOOK .. ...
5.2.5. YcTOHYHMBOCTE K OMIHOKAM

5.3. IIpoekTHpOBaHUE HAJIEKHOTO MPOTPAMMHOTO OOCCIeUCHHS
T €TO PEATMBAIIIISL ... ..ottt
5.4. UaTerpanus mporpaMMHOro oO0ecTledeHus ¢ annapaTHEIMHI
CPEIMCTBAMEL ... oo
5.5. ObecrneueHue HAIECKHOCTH MPOTPAMMHOTO 00eCIIEUeHHS B Ipolecce
MOATBEPKIACHUS COOTBETCTBUS, IKCIUIYaTaAllHH H COTIPOBOXKACHHS . ... ... ..

5.5.1. TloaTBepkIeHHE COOTBETCTBHS MPOTPAMMHOTO 00ECICUCHHUS




5.5.2. Dkcmnyaraius, CONpOBOXKACHHE U KOHDUTypalus
(YHKIHOHATBHO HAJIEKHBIX MPOTPAMMHEIX CPEICTB

5.6. TpeboBaHus K QYHKIMOHATBHON HAAEKHOCTH U APXUTEKTYPE
IPOTPAMMHOT0 00ecriedeHUs] KPUTUUECKH BaKHBIX CHCTEM
5.6.1. Cneuudukamnus TpeOOBaHUE K QYHKIIMOHAIBHOMN
HaznexHoctH 110
5.6.2. TpebGoBanus kK apXUTeKType QyHKIHOHAIBbHO HagexHoro 10

Konmponvuvie sonpocwr u 3adanus

Pexomendyemasn numepamypa

I'maBa 6. MeToabl M TEXHOJOIrMH o0ecneyeHus 0€30MaACHOCTH

TMIPOTPAMMHOTO O0CCTIEU@H ML .. ..eunenenenenatenatenaaanaenaaeneeannens e

6.1. Metonsl JoKa3aTenbCTBA MPABUIBHOCTH MPOTPAMM
6.1.1. OOuMe MOMOKEHUS

6.1.3. IIpaBuiia BeIBOJA (I0KA3aTEILCTBA)
6.1.4. IllpumeHenne TpaBuil BEIBOJA

6.1.5. Ilpumep mokazaTeabCTBa MPABUIBHOCTH MIPOTPAMMBI
JUTSL aITOPUTMA TUCKPETHOTO AKCIIOHEHIIHPOBAHUS

6.2. MeTroapl co3qaHUsI CAMOTECTHPYIONIUXCS U CAMOKOPPEKTUPYIOIINXCS
npoTpaMm
6.2.1. O0mue MoJT0KEHUS
6.2.2. Tlpumep caMoOTeCTHPYIOLIEHCSI/CaAMOKOPPEKTHPYIOLIEHCs

IPOTPAaMMHOW Maphl s GYHKIHHA AUCKPETHOT'O SKCIOHEHIUPOBAHHUS ..

6.2.2.1. O6o3HaueHUs U onpeaeIeHus Il QYHKIUH

MHUCKPETHOTO BO3BEJCHUSA B cTeneHb Buaa A* moduloN ... .. ..

6.2.2.2. Iloctpoenne
CaMOTECTUPYOIIeHCS/CaMOKOPPEKTHPYOLIeHCS
OpOoTpaMMHON mapsl Wit QYHKIUU TUCKPETHOTO
9KCIOHEHIUPOBAHUS
6.2.3. O0nacT NPpUMEHEHUS CAMOTECTHPYIOUUXCS
U CAMOKOPPEKTHPYIOMIHUXCS IIPOTrPaMM H HX COYETaHHIL
6.2.3.1. BeiuncnurenbHas MaTeMaTHKa
6.2.3.2. Kpunrorpadus, HHTEpaKTUBHBIC I0KA3aTEIbCTRA
6.3. Kpunrorpaduueckne METOABI 3aIUTHI OT BPEJOHOCHBIX MPOTPAMM
6.3.1. MeTonpl ayTeHTHGUKAIIUNA U 00CCICUCHUS EJTOCTHOCTH
npoTrpaMm
6.3.2. MeToabl MHKPEMEHTAIbHOMW Kpunrorpaduu
6.3.2.1. llens pa3pabOTKH HHKPEMEHTAJIBHBIX CXEM

6.3.2.2. Pa3zpaboTka alrOpUTMOB HHKPEMEHTAIbHOM
ayTeHTU(pUKa UK

6.3.2.3. Bonpocsl CTOUKOCTH HHKPEMEHTATbHBIX CXeM

6.3.2.4. lcnonp30BaHNe HHKPEMEHTATBHBIX cXeM I 3amuTel [10 ...

6.3.2.5. 3akiI0YnTeNbHBIC 3aMEYaHU

6.4. TexHomornu 3amMUTH OT BPEJOHOCHBIX MIPOTPAaMM
6.4.1. Knaccudukanus BpeJJOHOCHBIX IPOTpamMM
6.4.1.1. O6mue cBeIeHNSL

6.4.1.2. TposHCKHE IPOTPAMMBI

6.1.2. IlpeqycnoBus u MOCTYCIOBHS B IOKA3aTEIbCTBAX MPABUIBHOCTH. ..

.149

.149




6.5.

6.6.

6.4.1.3. KOMOBIOTEPHBIE BHPYCBL ...........ooooiiiiii i 172
6.4.1.4. Ilpoune BpeTOHOCHBIE TPOTPAMMBL .................................. 180
6.4.2. 3amuTa OT BPEOHOCHBIX TIPOTPAMM ... ......ooooioii i 182
TeXHOJIOTUN TECTHPOBAHUS MPOTPAMMHOTO 00eCTedeHUs
HA €70 3AIUIIEHHOCTD. .. ..ottt 185
6.5.1. MeTomonorn4ueckue OCHOBBI aHAJHM3a MPOTPAMMHBIX
CpelICTB Ha IMpeAMET Hanu4yus (OTCYTCTBHS) HEAEKIapHpOBaHHBIX

BO3MOIKHOCTCM. ..o 185
6.5.1.1. CraTnueckue U TUHAMUYECKHE CIIOCOOBI
uccemoBaHus [1O. ... 185
6.5.1.2. MeTogonorudeckrue OCHOBBI IPOBEICHUS WCUBITAHUH,
OI[EHKH Ka4YeCTBA U CEPTUPUKAIIMU MPOTPAMMHBIX CPEIACTB. .. ... ... 188
6.5.1.3. O0mas HoMeHKIaTypa nokasareied kauecrsa [10. ... ... .. 190
6.5.1.4. Beibop HOMEHKJIATYpBI TOKa3aTenei kauectsa [10....... . .. 192
6.5.1.5. Onenka 3Hauenuii mokasarenae kauectsa I[1O................... 192
6.5.1.6. Opranu3anoHHBIE BOMPOCH MPOBEIACHUS
ucneitanuid 1O 196
6.5.1.7. MeTononorudeckne BOMPOCH MPOBEACHUS
ucneitanuid 1O 196

6.5.2. [locTpoenune mporpaMMHO-aNMmapaTHRIX KOMILIEKCOB

IUJISE KOHTPOJISI TEXHOJOTUYECKON 0€30MacHOCTH MPOTPaMM. .................... 197

6.5.2.1. CocTtaB HHCTPYMEHTAIBHBIX CPEICTB KOHTPOJIS
6e3onacuocTH [10 mpu ero paspabOTKe ........................................ 197
6.5.2.2. CTpyKTypa U MPUHIUIEI MOCTPOCHUS MPOTPAMMHO-
aInmapaTHBIX CPEJCTB KOHTPOJbHO-HCIBITATENIBHOTO CTEHIA
WCIBITaHUS TeXHOJOoTHYecKo# O0e3omacHocTH [1O.................... ... 204
6.5.3. MeToabl TECTUPOBAHUS U KBAITHU(DUKAIMOHHOTO TECTUPOBAHUS
TIPOTPAMM ...

6.5.4. ®a33uHT IporpaMm
MerToabl 3aIUTHl TPOTPAMM OT HECAHKIHOHHPOBAHHOTO

MCCIEMOBAHMEL ...t e 212
6.6.1. Cioco0OBI 3aIUTHI MPOTPAMM OT HECAHKIIMOHUPOBAHHOTO
FCCIEMOBAHISL . ...\t 212
6.6.1.1. KoMmoHEHTHI 3aIHUTHI HCCIETYEMOW IPOTPAMMBL .. ........ ... 212
6.6.1.2. Knaccudukamus cnoco00B 3amUThI
OT HECAHKIIHOHUPOBAHHOTO UCCIACMOBAHMSL ... 213
6.6.1.3. lunamudeckoe npeoOpa3oBaHUE MPOTPAMMBbI
BO BPEMSI €€ MCITIOTHCHMSL ... ... 215
6.6.1.4. 3amuTa OT TPACCUPOBKHU MPOTPAMMBI IO 3aJaHHOMY
COOBITHEO. ... 217
6.6.2. CiocoObl BCTpamBaHUS 3a0IUTHBIX MEXaHU3MOB
B MPOTPAMMHOE O0CCTICUCHME. ... ... ... .. 218
6.6.3. O6¢dyckanus u 1eo0dycKamus IPOTPAMM. ..................................... 219
6.6.3.1. HaznaueHnue o0 yckanuu u 1e00QycKaiuu NporpamMmm. . . . . 219
6.6.3.2. Onpenenenne o0QycKaTOpa ... 221
6.6.3.3. MeToabl 0O0QYCKAIMM ... 221

6.6.3.4. Metoabl 1e0ODYCKATUM. ... 224



Koumponwvusie sonpocuvl u 3a0anus

Pexomenoyemas aumepamypa

I'maBa 7. OTe4yecTBEHHbIEe HOPMATHBHBIE AKTHI,

periiaMeHTHpYIOLHe AesiTeJbHOCTh B 00JiacTU o0ecnevyeHUs

Ha/IeKHOCTU M 0€30MACHOCTH MPOrPAMMHOI0 O00€eCeYeHHsL. . . ........
7.1. ®enepanbhblit 3akoH P «O0 nupopmanuu, nHGOPMAITMOHHBIX

TCXHOJOTHAX U O 3allUTC HH(bOpMaHHH))

7.2.TOCT P UCO/M3K 15408—2013
7.3.TOCT P UICO/MDK 18045—2013
7.4.TOCT P MOK 61508—2012

7.5. Ilpuka3z ®CTIK Poccum ot 14 maprta 2014 r. Ne 31

7.6. PyxoBomsmuit gokyment ®CTIK Poccun
«3amuTa OT HECAaHKIIHOHUPOBAHHOTO A0CTyNna K HHQOpMaIuu.
Yactp 1. [IporpammHoe obecrieyeHrEe CPECTB 3aIMUTHI HHPOPMAIIHH.

Knaccudukanus mo ypoBHIO KOHTPOJIS HEICKJIapUPOBAHHBIX
BO3MOYHOCTEMH

7.7. TpeGoBaHUs K CPECTBAM aHTHBHUPYCHOM 3aIIHUTHI
(uadpopmanuonnoe coobuenne PCTIK Poccun
ot 30 uromst 2012 r. Ne 240/24/3095)

Konmponvuvie sonpocel u 3a0anus

Pexomendyemas numepamypa

I'napa 8. IloaTBep:KAeHNE COOTBETCTBUS HAMEKHOCTH
1 0€30MaCHOCTH MPOTPAMMHOIO 00ecneYeHus.

8.1. OcHOBHBIC MOHITHS B 00JIACTH MOATBEPKICHHUSI COOTBETCTBUS

8.2. HarypHble UCIIBITAHHUS HAJC)KHOCTH U 0E30TACHOCTH
MH(}OPMAIIMOHHBIX CHCTEM

8.3. MeTonpl yCKOpEHUS UCTTBITAHUI
8.3.1. /IBa moaxo/ma K yCKOPEHHIO HCIIBITAHUN
8.3.2. Merox MonTe-Kapio
8.3.3. MeToa 3HauMMO# BBIOOPKH

8.4. Meron yCKOpPEHHBIX HATYPHBIX MCUBITAHUN Ha HAJEKHOCTH
1 QYHKIMOHAIBHYIO 0€30MaCHOCTE HHPOPMALHOHHBIX CHCTEM

8.4.1. TeopeTndyeckrne OCHOBBI METO/a YCKOPEHHBIX HATypPHBIX
WCTIBITAHUN

8.4.2. llpunoxxeHrne MeTOa K yCKOPEHHBIM HATYPHBIM HCIBITAHUAM
MHGOPMAIMOHHON CHUCTEMBI YIPAaBICHUS TEXHOJIOTHIYECKUMH
npoueccamMu

8.4.3. Ouenka NpoaoIKUTEITbHOCTH UCTIBITAHUI

8.5. TlpuMep yCKOPEHHBIX HATYPHBIX UCIBITAHUI Ha (QYHKIHMOHAIBHYIO
06e30macHOCTh HHPOPMAIMOHHONW CHCTEMBI yIPaBICHUS
TEXHOJIOTHYECKUM IIPOIECCOM

8.5.1. Onucanne 00bEKTa UCTIBITAHU I
8.5.2. llens ucnbITaHUA ¥ KPUTEPHUHU OTKA30B

8.5.3. AJITOpUTMBI TeHepanuu cO0eB U MoOMeX.

8.5.4. I[lopsimok mpoBeeHUS UCTIBITAHUN

8.5.5. O6paboTkKa u OlleHKa PEe3yJIbTATOB UCIBITAHHU I



8.6. OcHOBHBIE MOJOXKEHUSI METOAUKN HCIBITAHUN KadyecTBa

3akKiIo4YeHHnE

(mpumep)

U GYHKIMOHATIBbHOM 0€30MaCHOCTH MPOTPAMMHOTO O0CCIICUCHHUS .. ... ... .. 271
8.7. OcHOBHBIC TOJIOKECHUS METOJMKH UCTIBITAHHI O TPeOOBAHUAM
06€30MaCHOCTH MHMOPMAIIMI .. ... 275
8.7.1. IlepedeHb TPOBEPOK U UCTIBITAHUM .. ..................ooo 275
8.7.2. KorTponb coctaBa U COAEPKAHUS JOKYMEHTAMUM ......................... 277
8.7.3. Koutpons ucxonuoro coctostaus [10.......................................... 279
8.7.4. Cratuyeckuii aHaIU3 UCXOTHBIX TEKCTOB MPOTPAMM...................... 279
8.7.5. luHaMu9YeCcKuil aHATIU3 UCXOMHBIX TEKCTOB MPOTPaAMM. .................. 282
8.7.6. KoHTpOJIb MOTHOTH M KOPPEKTHOCTH pealn3annum
TEXHUYCCKUX TIPHEMOB. ... oot 283
8.7.7. O6paboTKa, aHANN3 U OLICHKA PE3yIbTATOB UCIBITAHUI ... ... ... .. .. 285
8.8. TTops/10K MOATBEPKACHUS COOTBETCTBHUS TPEOOBAHHUAM
KOMIIJIEKCHOM 0€30MacHOCTH NPOTrPAMMHOTO O0CCIICUCHUS .................. .. 286
Konmponvhble 60npoOChL U 3A0OAHUSL. ... ... 290
PexomeHOyeMas Iumepamypa. ... 290
...................................................................................... 293
[punoxenus
[Mpunoxenue 1. KpaTkuii TepMUHOJTOTHYECKUH CHOBAPD..........eevunenn... 297
[Ipunoxenue 2. Ilepeyens TUNOBbIX AedekToB pazpadorku 1O,
BJMSIONINX HA ero 0e30MacHOCTb, U MPOTPAMMHBIX 3aKJIA/I0K,
3aMacKMPOBaHHBIX Moj AedekThl pazpadorku 1O (mpumep)................. 301
[MIpunoxenue 3. MopMbI NPOSIBJIEHUS] MPOrPAMMHBIX 1e()eKTOB
302
[Ipunoxenue 4. Ilepeuens xapakrepuctuk IO, BausIOIUX
HA 3alIUIIEHHOCTh U pe3yJabTaTsl padoTsl IO (mpumep)...................... 304
[Mpunoxenue 5. U3Baeyenns uz 'OCT P MOK 61508-3—2012
«DYyHKIINOHAIbHASI 0€30MACHOCTH CHCTEM JJIEKTPUYECKHX,
JIEKTPOHHBIX, POrPAMMHMPYEMbIX 3JICKTPOHHBIX, CBA3AHHBIX
¢ 0ezonacHocThio. Yacty 3. TpedoBaHusA K MPOrpaMMHOMY
OO CCIICUECHMEOD. . ...eeueeteeteete e ettt e et et et et e e e e e e e et e e e e e enne 305
.......................................................................... 337

CHHCOK TUTEPaTYypPhL



